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Risks in Open Loop Transit Fare Systems 

1 Summary 

Public transit authorities all over the world are attracted by the idea of using regular credit and debit 

cards for collecting transit fares. These fare payment systems (we will call them Open Loop Fare Systems 

or OLFS) can be more convenient for Patrons and allow saving money on the cost of closed loop card 

issuing, distribution, and top-up.  

This article analyses problems OLFS sustain, especially when vehicle-installed fare payment terminals 

(Validators) are used for open loop payments. This is done by analysing the same patron trip scenarios in 

different types of OLFS and a closed loop system.  

The document is intended for information technology strategists of transit agencies and smart card-

based fare system vendors. 
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2 Scenarios to Compare 

We will be comparing the same trip scenarios of using credit and debit cards in different types of OLFS. 

In all these scenarios the Patrons are making the same sample trip paying for the trip with different 

types of cards. 

The scenarios involves rather complex fare payment system that implements distance-based (zone-

based) fares, transfer and loyalty discounts.  

2.1 Sample Trip 
The trip we will be using for comparison is defined in Table 1. The fares are shown it this table as they 

would be charged in the closed loop system. 

Table 1.  The trip with a closed loop card 

Stop Patron Action Full Fare 
without 

discounts 

Fare with 
discounts 

Fare 
Type 

Comment 

A Boards a bus route 
#1 and taps the 
closed loop card 

$5 $5 

Flat 

 

B Alights the bus 
without tapping 

   

C Boards a streetcar 
route #2 and taps the 
card 

$11 $9 

Distance- 
based 

Max fare on this route is $11 but the 
Patron is granted $2 transfer credit 
(transfer from bus route #1) 

D Taps the card  and 
alights the streetcar 

-$3 -$3 The distance fare between stops C 
and D is $8. Therefore the Validator 
refunds $3 

E Boards a bus route 
#3 and taps the card 

$6 $1 

Distance- 
based 

The maximum $6 should be charged 
but the transfer discount together 
with loyalty discount is $5.   

F Taps the card and 
alights the bus 

-$2 $0 The distance fare between stops E 
and F is $6. No additional fare 
charged because of $5 discount. 

 Total Fare  $12   

 

2.2 Patrons and Cards 
The Patrons doing the aforementioned sample trip and the Patrons’ cards are listed in Table 2.  

Table 2. Patrons and their cards 

Patron Name Contactless Card Type Card Product Example 

Christie Credit card  MasterCard, Visa 

Debora  Debit card  Visa Debit, MasterCard Prepaid, PULSE, ACCEL/Exchange, 
Interac 

This table needs some explanation which is provided in the next sections. 
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2.3 Credit and Debit Cards 
We need to distinguish between credit and debit cards. We assume that credit card accounts have 

significantly higher credit lines compared to the fare amount. Therefore, our Patron, Christie is not really 

concerned if he is overcharged at the moment of card tapping and refunded next day. For Debora, the 

debit card owner, overcharge presents a risk of transaction being denied because of insufficient funds. 

There is a specific class of debit cards that we will call bank cards. These are cards that can only be used 

in card present environment (no Internet shopping). Examples of debit networks of this type are PULSE 

and ACCEL/Exchange in the U.S.A; Interac in Canada; Maestro and Electron in Europe. We will not 

provide trip case analysis for these types of cards separately from other types of debit cards because it is 

very difficult to determine the boundary. Some “classic” Visa and MasterCard debit or prepaid cards 

behave in the same way as bank cards at the point of sale. 

2.4 Contactless Card Types 
Not all contactless credit and debit cards are the same from the technological standpoint. Some 

contactless technology implementations present more risks than others, especially when we are talking 

about vehicle installed Validators that cannot reach the card Issuer authorization system fast enough. 

For the matter of further analysis we will distinguish the following categories of contactless cards.  

MSD (Magnetic Stripe Data) cards. The term “MSD” should not confuse; we are talking about the 

contactless cards. The MSD contactless cards use the same approach that magnetic stripe cards do. Such 

a card sends to the Validator the card data via the contactless interface, but the data is pretty much 

similar to the data magnetic stripe cards have coded on the magnetic stripes. 

Anybody, equipped with a small computer, such as a smartphone can produce this kind of data (“create” 

MSD card images) without limitations. The Validator cannot distinguish whether this data belongs to a 

genuine card. To ensure this, the Validator must send this data to the Issuer for the authorisation and 

wait for the response. Issuer is always able to distinguish whether or not the card taking part in the 

transaction is genuine.  

EMV cards with Static Data Authentication (SDA). The data of this card is electronically signed. Upon 

reading this card data, the validator can ensure that the data is genuine, but the Validator still cannot 

determine whether or not the card was cloned, i.e. the genuine data was copied and used to create a 

fraudulent card.  To ensure this, the Validator must send this data to the Issuer for the authorisation and 

wait for the response. Issuer is always able to distinguish whether or not the card taking part in the 

transaction is cloned.  

This card presents lesser risk than MSD card because, to defraud the Validator not connected to the 

Issuer, a fraudster need to skim a real card data.  

EMV with Dynamic Data Authentication (DDA). Sometimes these types of card called cards with 

combined data authentication. These cards have more powerful cryptographic processor chip that can 

prove to the Validator that the card is genuine. To find this, the Validator does not need to contact the 

Issuer. It is not practical to clone those cards.   

http://www.lifecycleintegrity.com/


Risks in Open Loop Card Transit Fare Systems 

5 © 2010-2015, Lifecycle Integrity Inc. and Eugene (Evgeny) Lishak. All rights reserved. V 6.0  

 

Table 3. Fraud Opportunity  

Card Type The Issuer Is not Reachable The Issuer Is Reachable Market Share 

MSD Card data can be randomly 
generated for one-time use. 

No Risk, declined by 
the Issuer 

Most of the contactless 
cards issued in U.S.A. 
Some Canadian cards. 

EMV with SDA Existing cards data can be used 
and cloned 

Most of European and 
Canadian contactless 
cards. Hard to say how 
many of them are SDA 
or DDA. 

EMV with DDA No risk 

3 Latencies 

This Section explains why OLFS cannot wait for the Issuer authorization before granting access to the 

service, despite this would eliminate a lot of risks. There is simply no time for this as it would impact the 

transit systems’ throughput and patron experience. 

3.1 Tap Latencies Components 
In the next subsections we will decompose the period of time between card tapping and green or red 

light turning on the Validator. This period of time is hereafter called Tap Latency. 

3.1.1 NFC Channel Latency 

This is time the NFC card and card reader need to communicate with each other. This time is hereafter 

called NFC channel latency. It is usually within 100-250 msec, depending on the card and card reader 

quality.  

Even if the Validator has a fast card reader, the card can be slow. Some old MSD cards can be slow. 

Surprisingly, some new EMV cards can be slow too because they use the DDA, involving sending more 

data between the card and the Validator, and some cryptographic calculations.  

The good news is that there will be more fast EMV cards with DDA on the market. The bad news is that 

slow cards will not go away soon.   

3.1.2 Data Channel Latency 

This latency is important for validators installed on the vehicles. 

If the Validator needs connection to the transit agency Transit Host to send a message and receive a 

response via a wireless network, there will be time elapsed between sending a message to the host and 

receiving a response. This time is hereafter called Data Channel Latency.  

We assume here that the period of time the Transit Host needs to process the request is excluded from 

the Data Channel Latency. We also assume that the messages are short.  
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The current state of the wireless data communication technology demonstrates that the Data Channel 

Latency ca be as low as 70 msec. This latency is demonstrated if a wireless network has nothing else to 

do. We will treat this value as a low limit.  

The upper limit is not determined. It could be up to so several seconds. Nobody knows how the wireless 

system will behave if there are several thousand bus Validators hammering the network with two 

requests per second at the rush time. Nobody knows how  the cellular system will behave if there are 

many phone calls, SMS, emails at the same time in a specific region. Current open loop pilot projects run 

several open loop transactions per day and there is no reliable empiric data.  The situation is even 

worse: there cannot be statistical data or estimates of that kind because of many unpredictable 

influential factors damaging the wireless data system throughput. 

The data channel latency in satellite networks is more predictable but unacceptably large. It is equal to 

480 msec. The speed of light is 300,000 km/sec and it takes 120 msec to the signal to reach a satellite on 

the geostationary orbit which is 36,000 km high. This latency comprises four 120 msec periods because 

the signal must first reach the satellite, then return back to the Earth, to reach the host, and then make 

the same way back.  

3.1.3  Host Latency 

The transit agency Transit Host will require some time to process the transaction. We should reasonably 

allow at least 70 msec to process one Validator request and prepare the response. This time hereafter 

called the Host Latency. 

3.1.4 Authorization Latency 

This is the time we need to get the Issuer authorization. 

Usually, the Validator does not connect to the Payment Network directly. It is done via the transit 

agency Transit Host.  Visa and MasterCard have recently made a significant progress in decreasing their 

network latency but they cannot beat the problem caused by the limited speed of signal propagation. If 

a cardholder from New Zeeland tries his card at a point of sale in England, it takes 140 msec only for the 

signal to travel to the Issuer and back. Another problem is the Issuer host latency. There are fast Issuers 

that have hosts which can process the transaction authorization within 70 msec, and there are slow 

Issuers that require up to 1 second or even more to authorise transactions originated by their cards. The 

common Payment Network limit for the issuer latency is 5 sec.  

Summarizing this, we can say that the authorization latency range is between 150 msec and 5,000 msec. 

For overseas Issuers, the minimal lapse time is 290 msec. This could be one more reason why current 

pilot projects in open loop systems prefer local cards.    

3.2 Cumulative Tap Latencies 
The cumulative latencies with various options presented in the following table. This data can be 

compared with the 350 msec that is considered to be the upper limit for transit fare systems whether 

closed or open loop. 
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Table 4. Tap Latencies in Milliseconds 

 With Issuer Authorization With Transit Host 
Connection and without 

Issuer Authorization 

Without Connection to 
Transit Host and Issuer 

Latencies Minimal Overseas 
Minimal 

Maximum Minimal Maximum Minimal Maximum 

NFC Channel  100 100 250 100 250 100 250 

Transit 
Agency Host  

70 70 70 70 70   

Authorizatio
n  

150 290 5,000     

Total Tap 
Latency for 
Stationary 
Validators 

320 460 5320 170 320 100 250 

Data Channel  
70 70 

Unpredictab
le 

70 
Unpredicta

ble 
  

Total Tap 
Latency for 
Vehicle-
Installed 
Validator 

390 530 
Unpredicta

ble 
340 

Unpredicta
ble 

100 250 

4 OLFSs to Compare 

This section describes types of OLFSs that we are going to compare analysing how these systems can 

deal with the aforementioned sample trip scenarios.  

4.1 Classic OLFS 
Classic OLFSs utilize vehicle-installed Validators that have some kind of wireless data connection with 

the transit agency Transit Host. The Validators periodically receive Negative Lists comprising the card 

numbers (PANs) that are not allowed in the transit agency.   

Because of throughput limitations, the Classic OLFS do not wait for the authorization response, and give 

the “green light“ to the Patron to board the bus. The Transit Agency assumes the risk of the delayed 

transaction decline.  

Trying to minimise the risks, the Classic OLFS accept cards only of trusted Issuers. For example, bank 

cards, most of other debit cards, and most of foreign cards are not accepted; MSD cards and EMV SDA 

cards are not accepted as well. 

Classic OLFS works as specified by Visa and MasterCard rules:  

 MasterCard Transaction Processing Rules, 11 Dec 2014, MasterCard Contactless Transit 

Aggregated Transactions, page 4-3. 

 Visa Core Rules and Visa Product and Service Rules, 5.9.5 Aggregated Transactions. 
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The transaction flow is the following: 
 

1. When the card is tapped, the Validator checks the Negative List, for the cards that are already 

known as fraudulent, in bad state, lost and stolen, etc. 

2. If the card is not in the Negative List, the Validator grants access to the service and sends the 

card data to the Transit Host. 

3. The Transit Host checks whether this card has been already used today.  

a. If it is not, the authorization request (or a purchase request for some debit and bank 

cards) is sent to the payment system. The transaction amount is usually the maximum 

amount a patron can spend during a single day in this transit agency. There are two 

possible outcomes of the authorization request: 

i. The Issuer authorizes the transaction. If the card is credit, this amount is put on 

hold by the Issuer. If the card is debit, the amount is most likely debited from 

the cardholder bank account. 

ii. The Issuer does not authorize the transaction. The Transit Host tries to let all 

Validators know, as soon as possible, about a new card just added to the 

Negative List. The Patron has a free ride. There is a possibility also that the 

Patron will be locked in the transit system or face an engagement with a fare 

enforcement agent; this is good only if the Patron is a true faudster.  

b. If the card has been already used in a previous transaction during this day, and the 

previous transaction has been authorized by the Issuer, nothing needs to be done. 

c. If the card has been already used in a previous transaction, and the previous transaction 

has NOT been authorized by the Issuer, then this means that the Negative List update 

has not reached the Validator at the time of the card tap, and the Patron has a free ride 

again. 

4. Upon the end of the day, all known taps for the same card are aggregated by the Transit Host, 

the aggregated fare amount is calculated, after applying all discounts, day caps, etc., and the 

proper transaction amount is sent to the payment system as a card charge (or, for the debit or 

bank card, the residual of the initially prefunded amount is refunded). Of course, this happens 

only if the transaction was initially accepted by the issuer. If it was not, the Transit Agency 

accepts the loss.  

 

What happens if the card was used without the cardholder’s consent (lost and stolen card)? When the 

cardholder finds this out, and disputes the aggregated transaction, the Issuer takes the responsibility for 

the fraud within the amount of contactless protection limit. Everything above the limit is the Transit 

Agency loss. The cardholder is not liable. This limit varies across the countries and payment systems. For 

example:  

 For MasterCard, it is currently USD 15.00 in the U.S., EUR 25.00 in most Europe countries, and 

CAD 100.00 in Canada. If the aggregated amount exceeds this limit, the transit agency takes the 

extra loss. 

 For Visa transactions, it is USD 15.00 in the U.S. and USD25.00 in other countries. 
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Remarkably, according to Visa rules, the Transit Agency must warn the Patron about the above-

mentioned pre-authorization policy, in advance, and provide the Patron with ability to trace the card tap 

history for the last 120 days. This effectively means that the card can be (at the Patron’s discretion) 

registered in some online web server, facing patrons.  

4.2 OpenFare 
OpenFare system utilizes Positive Lists of cards with Prepaid Balances and wirelessly connected vehicle-

installed Validators. At the moment a card is tapped at any Validator, the Validator already knows 

everything about the card’s previous fare payment history and its actual Prepaid Balance. 

When a card is used to replenish the Prepaid Balance, or tapped at a Validator, the Transit Host has this 

information within several seconds. The Transit Host packages this information and proactively 

propagates it to all Validators. Each Validator possesses not only the Positive List but also each recent 

fare payment event (or fare transaction) as well as the actual Prepaid Balances of all cards registered 

with the system.   

Therefore, when a card is tapped at a Validator the Validator can calculate the exact fare with all 

discounts and re-calculate the Prepaid Balance. Due to this level of information that the OpenFare 

possesses, they have the same low level of risk as the best closed loop systems. 

To be able to propagate such a large amount of data across all vehicle-installed Validators, the OpenFare 

can utilize data broadcast. Data broadcast can be useful for other types of open loop systems, as well as 

closed loop systems, because in many cases it is cheaper and faster than regular Wi-Fi or wireless data 

networks. 

5  Comparing Methodology 

5.1 Compared Factors 
The qualitative factors we are going to use for systems comparisons are illustrated in Table 5. The 

factors that influence fare collection cost are denoted by “TC” (Transit Cost) prefix. The factors 

presenting negative Patron experience are denoted by “PE” (Patron Experience) prefix.  

Table 5. Factors 

Factors Meaning 

Transit Cost Factors (TC) 

TC-Card 
Processing 

Indicates the cost of processing the open loop cards via Payment Networks. The open loop card 
processing may cost around $0.25-$0.50 per each authorization and payment transaction. Open 
loop systems that aggregate more fare transactions (or card taps) into one payment transaction 
(e.g. Visa or MasterCard transaction) will have lesser processing cost. 
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Factors Meaning 
TC-Fraud Indicates the cost of fraud the fare system incurs. This includes also the cost of dispute processing 

via the Payment Networks and reputational losses.  
The additional cost of fare enforcement is also included in this risk. Fare-enforcement inspections 
may be required even in well-protected closed loop systems, for example if railway stations not 
gated.   
This factor should not be confused with the PE-Fraud Victim factor listed in the Patron Experience 
group below. 

TC-Issuer NA If the transaction authorization is declined by the issuer, the transaction amount will not be 
reconciled with the transit agency.  

Patron Experience Factors (PE) 

PE-Fraud 
Victim 

Indicates the risk of denying the service to a legitimate Patron because his/her card number was 
used fraudulently by someone else. 

PE-Issuer 
Charge 

When a debit card used for a payment transaction the cardholder will most likely be charged a 
transaction fee which can be around $0.25 to $1. This charge is applied by the Issuer and it is in 
addition to the fare paid to the transit agency. In some cases this charge is not direct. For 
example, the Patron pays $5 a month for a saving account but is allowed to make only 15 “free” 
transactions per month. The more transit taps are aggregated into one payment transactions, the 
better it is for the debit card patron.  

PE-Card Type 
Restriction 

Indicates the diversity of cards that can be used in the system. Whereas some systems can use 
merely credit cards, others can use a wide diversity of MSD and EMV debit, charge, and credit 
cards.  

PE-
Contactless 
Overuse 

A contactless card can be declined at the Validator if its consecutive contactless usage limits are 
exhausted.  This is how payment systems limit the usage of lost or stolen contactless cards. When 
the limit is reached, the card must be used via chip or magnetic stripe interface in some POS, at 
least once, before it can be used at a contactless Validator. 

PE-Locked In Indicates the possibility that the legitimate Patron is not allowed to leave the transit system 
because the card is not authorised after the Patron was allowed to the system. For example, the 
Patron cannot tap off. We add here also the risk of having a problem with fare-enforcement 
inspection. 

PE-
Overcharge 

Indicates overcharging a debit cardholder during initial pre-funding or overpaying for not 
provided discounts. The overcharged amount will be refunded by the end of fay, but this factor 
can be a concern for casual low-income patrons. 

 

5.2 Comparison Method 
We will analyse the sample trip scenarios for each type of the compared types of OLFS and mark the 

factors in the following way:   

Table 6. Comparison symbols 

- - Significantly worse than closed loop system 

- Somewhat worse than closed loop system 

= The same as closed loop system 

+ Somewhat better than closed loop system    

+ + Significantly better than closed loop system  
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6 Fare System Comparison  

6.1 Classic OLFS  
This OLFS limits the diversity of accepted cards to minimize the risks. Bank cards are not accepted, most 

of debit cards are not accepted. Not all credit cards are accepted. MSD cards can definitely not be 

accepted, and EMV cards with SDA are most likely not accepted either. Despite of all this, the risk and 

confused legitimate Patrons are still there.  

The following tables provide the trip analysis. We assume that the system withholds $15 in the first 

transaction and refunds not used part of after the end of day.  

Table 7.  Christie – Classic OLFS  

Stop Patron Action Amount Exact Fare  Fare Type Specific Factor Impact 

A Boards a bus route 
#1 and taps the 
closed loop card 

$15 $5 

Flat 

PE-Card Type Restriction – this card 
may not be accepted.  
PE-Fraud Victim – the card is already 
in the Negative List. 
PE-Contactless Overuse – the patron 
must first use the card via a contact 
interface 

B Alights the bus 
without tapping 

0   

C Boards a streetcar 
route #2 and taps the 
card 

0 $9 

Distance- 
based 

PE-Fraud Victim 
PE-Card Type Restriction 
PE-Contactless Overuse 

D Taps the card  and 
alights the streetcar 

0 -$3 PE-Locked In. The patron cannot tap 
off because the card is in the Negative 
List. 

E Boards a bus route 
#3 and taps the card 

0 $1 

Distance- 
based 

PE-Fraud Victim 
PE-Card Type Restriction 
PE-Contactless Overuse 

F Taps the card and 
alights the bus 

0 $0 PE-Locked In.  

 EOD Refund -$3    

 Total $12 $12  TC-Issuer NA– issuer declines the 
transaction as not authorized. 
TC-Fraud – the transaction originated 
with a counterfeit card is declined or 
the cardholder disputes the 
fraudulent transaction later. 
TC-Processing Cost – two transaction 
per day. 
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Table 8.  Debora – Classic OLFS  

Stop Patron Action Amount Exact Fare  Fare Type Specific Factor Impact 

A Boards a bus route 
#1 and taps the 
closed loop card 

$15 $5 

Flat 

PE-Card Type Restriction – this card 
will most likely not be accepted. 
Therefore, all the rest has rather 
theoretical interest.  
PE-Fraud Victim – the card is already 
in the Negative List. 
PE-Contactless Overuse – the patron 
must first use the card via a contact 
interface 

B Alights the bus 
without tapping 

0   

C Boards a streetcar 
route #2 and taps 
the card 

0 $9 

Distance- 
based 

PE-Fraud Victim 
PE-Card Type Restriction 
PE-Contactless Overuse 

D Taps the card  and 
alights the streetcar 

0 -$3 PE-Locked In. The patron cannot tap 
off because the card is in the Negative 
List. 

E Boards a bus route 
#3 and taps the card 

0 $1 

Distance- 
based 

PE-Fraud Victim 
PE-Card Type Restriction 
PE-Contactless Overuse 

F Taps the card and 
alights the bus 

0 $0 PE-Locked In.  

 EOD Refund -$3    

 Total $12 $12  TC-Issuer NA– issuer declines the 
transaction as not authorised. 
TC-Fraud – the transaction originated 
with a counterfeit card is declined or 
the cardholder disputes the 
fraudulent transaction later. 
TC-Processing Cost – two transaction 
per day. 
PE-Issuer Cost. The Patron will pay for 
one bank transaction per day. 
PE-Overcharged. $3 overcharge can 
be a problem for a low-budget 
occasional Patron.  
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Table 9 presents the assessment for this type of the system. 

Table 9. Qualitative Analysis - Classic OLFS 

Factor Quality Explanation 
Transit Cost Factors (TC) 

TC-Processing 
Cost 

- - The system will have to pay for two financial authorizations or transactions 
per day. Close loop pays only once per card balance replenish 

TC-Fraud - - As discussed in the trip analysis above.  

TC-Issuer NA - - As discussed in the trip analysis above.  

Patron Experience Factors (PE) 

PE-Fraud Victim - - As discussed in the trip analysis above.  

PE-Issuer Charge - - As discussed in the trip analysis above.  

PE-Card Type 
Restriction 

= Bank cards are not eligible, other debit cards are mostly not eligible. Some 
credit cards are eligible. MSD and EMV with SDA cards are not eligible. The 
system has the same order of card type limitation as a closed-loop system.  

PE-Contactless 
Overuse 

- - Closed loop systems do not have this problem 

PE-Locked In - - As discussed in the trip analysis above.  

PE-Overcharge = The same as in closed loop 

6.2 OpenFare 
In this OLFS the Positive Lists with link cards and their up-to-date Prepaid Balances are proactively 

broadcasted to all Validators in time, before a Patron can physically reach the Validator. The Validators 

are able to calculate the exact fare and the card balance remaining after the Linkage. No issuer or 

Transit Host authorization is required at vehicle boarding tap. 

The risk of accepting MSD cards and EMV cards with SDA is relatively low because the card must be 

registered in the system and have a prepaid balance, to be accepted. 

Table 10.  Christe – OpenFare 

Stop Patron Action Authorization 
Amount 

Exact Fare  Fare 
Type 

Specific Factor Impact 

 Linkage and Prepaid 
Balance 
Replenishment 

$15    

A Boards a bus route 
#1 and taps the 
closed loop card 

 $5 

Flat 

 

B Alights the bus 
without tapping 

   

C Boards a streetcar 
route #2 and taps 
the card 

 $9 

Distance- 
based 

 

D Taps the card  and 
alights the streetcar 

 -$3  

E Boards a bus route 
#3 and taps the card 

 $1 Distance- 
based 
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Stop Patron Action Authorization 
Amount 

Exact Fare  Fare 
Type 

Specific Factor Impact 

F Taps the card and 
alights the bus 

 $0  

 Total fare  $12 $12   

 

Table 11.  Debora – OpenFare 

Stop Patron Action Authorization 
Amount 

Exact Fare  Fare 
Type 

Specific Factor Impact 

 Linkage and Prepaid 
Balance 
Replenishment 

$15    

A Boards a bus route 
#1 and taps the 
closed loop card 

 $5 

Flat 

 

B Alights the bus 
without tapping 

   

C Boards a streetcar 
route #2 and taps 
the card 

 $9 

Distance- 
based 

PE-Overcharge. Extra fare is charged 
temporarily in the beginning of a 
distance-based fare. 

D Taps the card  and 
alights the streetcar 

 -$3  

E Boards a bus route 
#3 and taps the card 

 $1 
Distance- 

based 

 

F Taps the card and 
alights the bus 

 $0  

 Total fare $12 $12   

 EOD Balance $3    
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For all credit card Patrons’ trips the Transit Host may create a refund transaction during the over-night 

processing (not demonstrated in the example above). It happens only when the Prepaid Balance expires 

and there is still an unused balance available on the card. The total number of financial transactions 

charged by the Payment Network will be 1 authorization caused by Prepaid Balance Replenishment and 

1 at the refund, once a while.  

A few words need to be said to explain why MSD cards (which can be created in mass as fraud cards) 

and EMV cards with SDA (which can be cloned from genuine cards) do not present a risk for OpenFare 

despite OpenFare Validator does not have means to connect to the card Issuer fast enough, to find 

whether or not the card is fraudulent. 

 Firstly, the Validator will not accept a card that is not in the Positive list, whether the card is 

genuine or not. The fraudster, has to walk through a crowd of patrons holding a skimming 

device in close proximity to patrons’ purses with cards (several centimetres at least) to collect 

data about cards that are most likely registered with the OpenFare system and create fraudulent 

cards. 

 Secondly, the usage of fraudulent cards is limited to practically one ride. Contrary to the classic 

OLFS, OpenFare does not use Negative Lists (the lists of fraudulent MSD cards can be 

enormously long) and broadcasts the Positive Lists updates within seconds. This makes the fraud 

commercially unjustified.   

 Thirdly, to avoid an embarrassment of a Patron whose card was skimmed, OpenFare can include 

in the positive lists some elements of card and cardholder data that cannot be skimmed. It can 

be, for example, Cardholder Name initials (the cardholder name, despite the common delusion, 

is never included in the openly readable contactless card data). In some rear cases when the 

presented card is suspicious, the only thing that the genuine Patron needs to do, is to present 

the real card with the cardholder name engraved on it.  This will significantly discourage 

fraudulent card usage without a noticeable impact to throughput. Some other types of non-

swimmable data can be used, such as passwords created at the time of card registration in 

OpenFare, and so on. 

Table 12 presents the assessment for this type of the system. 

Table 12. Qualitative Analysis - OpenFare 

Factor Quality Explanation 

Transit Cost Factors (TC) 

TC- Processing 
Cost 

= The same level as closed loop. 

TC-Fraud = The same level as closed loop. Linkage is an effective way to beat fraud. 

TC-Issuer NA = No risk. 

Patron Experience Factors (PE) 

PE-Fraud Victim = The same level as closed loop. 
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Factor Quality Explanation 

PE-Issuer 
Charge 

= The debit card Patron will have to pay the transaction fee to the Issuer only 
once per Stored Value purchase. There is the same as in case of closed loop 
card, when a debit card is used once per certain number of days for loading 
the card. 

PE-Card Type 
Restriction 

++ Any contactless open loop card can work.  

PE-Contactless 
Overuse 

= OpenFare does not have this risk. Card tap at validators do not originate a 
contactless transaction from the payment system’s standpoint. 

PE-Locked In = The same level as closed loop. 

PE-Overcharge = The same level as in a closed loop system. 
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7 Comparison Summary 

The table below summarizes the analysis made above. 

Table 13. Comparison Summary 

Factor Classic OLFS  OpenFare  
 Transit Cost Factors (TC) 

TC-Processing Cost - - = 

TC-Fraud - - = 

TC-Issuer Policy - - = 
 Patron Experience Factors (PE) 

PE-Fraud Victim - - = 

PE-Issuer Charge - - = 

PE-Card Type Restriction = ++ 

PE-Contactless Overuse - - = 

PE-Locked In - - = 

PE-Overcharge = = 

8 Main Findings 

Debit cards, including low-balance anonymous prepaid cards, especially bank cards, are the only means 

to replace closed loop cards for unbanked and low-income Patrons and these types of cards cannot be 

used in the Classic OLFS. Therefore these OLFSs, being good enough for regular credit cardholders, 

tourists and casual riders, must still rely on the well-developed closed loop infrastructure.  

The typical users of Classic OLFS systems would be public transit with most of the following features: 

 Flat fares (no time-based or distance-based fares, no discounts) 

 System-wide day passes and limited number of zones 

 Monthly passes 

 Already implemented massive closed-loop system. 

The typical users of OpenFare would be public transit agencies with some of the following features: 

 Wide variety of time-based or distance-based fares 

 Complex zone topology and large number of zones 

 Transfer and loyalty discounts 

 Concession patron classes (students, agency employees, senior discounts)  

 Mass non-credit worthy patrons with or without bank accounts 

 Not yet implemented mass closed-loop system or in the end of the closed-loop system lifecycle.  
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9 Copyrights 

The copyrights for this document belongs to Lifecycle Integrity Inc. and Eugene (Evgeny) Lishak.   

The method and system of fare collection utilizing proactive card and ridership data propagation is 

patented in the U.S.A (patent # 8,954,344 – refer to http://portal.uspto.gov/pair/PublicPair) and patent 

pending in some other jurisdictions. Please refer, for example, to the WIPO Patent Application 

WO2012088582 and Canadian application CA2841856A1 .  

Visa, MasterCard, American Express, Discovery, Interac, Pulse, Electron, Maestro, Cirrus, and Plus are 

trademarks of the respective companies. 

10 Glossary 

Authorization – a permission to proceed with tender that a card Issuer gives to a merchant.  

Authorization Latency – the time elapsed between sending an authorization request and receiving a 

response from the Issuer.  

ATM – Automated Teller Machine. 

Bank Cards – debit cards that can only be used in card present environment (no Internet shopping). 

Examples of debit networks of this type are ACCEL/The Exchange in the U.S.A; Interac in Canada. 

Classic OLFS – an OLFS that uses vehicle-installed Validators not connected to the Transit Host. 

Closed Loop system – a card-based fare collection system utilising specifically designed and 

configured cards applicable only to this fare collection system. 

Credit card – a card associated with a credit account. When transaction with a Credit Card takes 

place, the Issuer takes a financial obligation. The cardholder owns money to the Issuer.  

Data Channel Latency – the time elapsed between sending a short message to the host and 

receiving a short response from the host via a wireless data network (such as cellular or satellite), 

excluding the host latency. 

Debit Card – a card associated with a bank account. When transaction with a debit card takes place, 

the transaction amount is debited from this bank account.  

DDA – Dynamic Data Authentication - a method of verifying the card authenticity by the card 

reader in offline mode, without the Issuer assistance. The card proves its authenticity to the card 

reader by electronically signing a random message the card reader presents to the card. The DDA is 

regulated my EMV standard. 
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EMV – an international standard for payment chip cards and payment applications supported by 

Visa, MasterCard and many other Payment Networks. All present Visa and MasterCard contact chip 

credit and debit cards are EMV-compliant. Visa and MasterCard migrate to EMV-compliant 

contactless cards; however many of their contactless cards are still not EMV-compliant.   

Host Latency – the time required to process a Validator request and prepare the response. 

OpenFare – an OLFS that uses online vehicle-installed Validators, Positive Lists with prepaid 

balances and proactively propagates fare transactions occurred at any Validator to all other 

Validators. It also propagates to Validators all Stored Value purchase transactions.  

Issuer – a financial institution (e.g. bank) that issues credit or debit cards, authorizes payment 

transactions originated by these cards. 

MSD – Magnetic Stripe Data – a type of contactless payment cards that communicate an image of 

magnetic stripe data to point-of-sale via the NFC channel. 

NFC – Near Field Communication – a specific type of contactless cards and a set of communication 

standards utilized in open loop and closed loop payment systems. 

NFC Latency – the time that the NFC card and card reader need to communicate with each other 

during one transaction session. 

OLFS - Open Loop Fare System – a card-based fare collection system utilising regular payment cards, 

such as credit cards, debit cards, prepaid cards, issued by payment card networks, such as Visa, 

MasterCard, etc. 

Payment Network – entities that make payments by credit and debit cards possible, such as Visa 

International, MasterCard Worldwide, AmEx, Interac (Canada-wide), etc. 

PAN – Primary Account Number - a number of the Open Loop card. 

POS – point-of-sale, a device that accepts Open Loop cards to make a financial transaction, such as 

purchasing good and services 

Positive List – a list of card PANs allowed in the transit system even without the obtaining the issuer 

authorization at the Validator 

Prepaid Balance – a balance of the Stored Value linked to an Open Loop card 

Negative List – a list of card PANs not allowed in the transit system 

Transit Agency – the transit server provider implementing the OLFS. 

Transit Host - a transit agency’s computing system. 
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Tap Latency – the time elapsed between the card tap and the Validator signal granting or denying 

access. 

Validator – a point of interaction with contactless open loop or closed loop cards. The Validator is 

responsible for fare calculation and making decision on access to the services. 
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