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Data Broadcast and Proactive Transit Fare Systems 

1 Summary 
The annual cost of collecting public transit fares in a metropolis can be equal to several billion 

dollars.  Even a small share of this cost saved due to more efficient fare collection, data 

communications, or fraud prevention can be appealing to public transit agencies and fare 

system vendors. 

This white paper explains how broadcasting relevant data to fare payment devices installed on 

public transit vehicles can reduce the cost of fare collection, mitigate fraud, and make fare 

collection systems more convenient for patrons. 

This white paper is intended for public transit and municipal government executives making 

decisions on further development and improvement of transit infrastructure. Section 10 and 

further sections are intended for information technology specialists designing, implementing, 

and maintaining fare collection systems. 
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2 Preface 
When presidents address their nations, they usually do this via television and radio broadcast. 

They do not call millions of citizens by phone:  “Hello Mr. Smith, this is the President. Would 

you like to hear my State of the Union address?”, and later “Hello Ms. Lee, this is the 

President...”.   

Presidents do not do this because the message is the same for every recipient. But why transit 

fare payment systems send literally the same data to fare payment terminals installed on 

transit vehicles in the way that resembles the President’s call to Ms. Lee? 

Data broadcast may be cheaper, the data can be provided to the fare payment terminals more 

frequently, and there may be more useful data sent to the terminals, compared to conventional 

data transmission systems. This whitepaper discusses the new capabilities provided by 

broadcast. The main findings are listed below: 

 

 In many cases the wireless (Wi-Fi) systems installed in vehicle maintenance depots 

become obsolete, and that there are cheaper ways to download data to bus or 

streetcar fare payment terminals. The cheapest way to do this can be data broadcast. 

 When the transit system needs to collect fares utilizing regular credit and debit 

contactless cards (so-called open loop cards) then data broadcast becomes practically 

unavoidable. Only with data broadcast we can build a reliable, relatively cheap, risk-

free, and convenient open loop systems. 
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3 Data for Validator 
The following data must be present in vehicle-installed terminals (hereafter called “validators”) 

to enable them to calculate the proper fare and assist a driver:  

 Transit system topology data that includes stops, transit line configurations, transfer 

points, routes, and timetables 

 Fare tariffs, discount parameters, loyalty policy parameters, etc. 

 Validator software that includes executable program codes, voice messages, and driver 

display screens. 

At present the above data is usually updated and sent to validators approximately once a 

month or quarter. This data is the same in each validator.  Let us call this data “static data”. The 

static data volume can be compared with the volume of data you keep at your personal 

computers at work. It can be around several gigabytes.  

There is another type of data that requires more dynamic updating: the more often, the better 

it is for the patrons and the fare collection system. Let us call this data “dynamic data”. This 

data comprises the following: 

 Negative or stop lists. These are lists of lost, stolen, fraudulent, invalid cards, or  cards 

with insufficient funds 

 Action lists. These lists contain instructions to validators. Each instruction pertains to a 

certain card and is sent to each validator. When the card is tapped at a validator the 

validator knows what to do with it. The examples of instructions could be to increment 

the card balance by $50 or change the concession class of the card to “student”.  

 Positive card lists – sometimes used in open loop systems 

 

Needless to say, the dynamic data is also the same for all vehicle-installed validators. 

Stationary validators, installed at subway or railway stations, do not necessarily need this kind 

of data because they can be connected to the transit agency’s central host with fast 

communication lines, so this data can be retrieved from the central host within milliseconds. 

There is no way this data can be retrieved fast enough from the central host by a vehicle-

installed validator.  

 Cellular-based data communication resources required for this would be unreasonably 

expensive.  Regular expectation of time required to send a request and receive the 

response is more than 1 second. 
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 Two-way satellite data telecommunication systems require at least 480 msec just to 

send the request and receive a response.  

Consider also that the fare payment transaction time must be within 400 msec, including the 

time required by contactless reader and central host, to render the request (around 200 msec). 

That is why vehicle-installed validators are not connected to the central host with fast channels 

and must do its job offline, without consulting the central host each time a card tapped. 
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4 Sending Data to Validators – Conventional Way 
The vehicle-installed validators receive most of their data in bus and streetcar maintenance 

depots where the vehicles are parked during the night. Sometimes vehicles are used round the 

clock and visit maintenance depots more rarely.  

The depot Wi-Fi system used for data downloading resembles a home wireless network; only it 

costs significantly more (per recipient). The depot size is larger and more powerful wireless 

emitters are required. There are more buses in the depot than computers in a household, and 

more data is required to be downloaded. The environment is hazardous for the electronic 

devices and often requires additional air conditioning, racking, uninterrupted power supply for 

the equipment.  

The static data may be updated infrequently unless there is a critical software error that must 

be fixed at once, or a sudden transit system topology change.   

However, updating dynamic data just once per night, or even rarer, is not sufficient: 

 If a card is lost or fraudulent usage of a card is detected, all vehicle-installed validators 

will learn about this only next morning at best 

 If a patron tops up his or her card via the Internet, he or she has to wait at least till next 

morning (even longer if not all vehicles receive an update overnight), before all vehicle-

installed validators receive the action list with the instruction to increase balance of this 

card when it is tapped. 

That is why some transit agencies decided to send dynamic data to validators more often 

utilizing cellular-based data transmission systems and installing cellular modems on their 

vehicles.  

How do depot and cellular data transmission work? They work almost like in the example 

where the president calls Ms. Lee but let us provide a closer analogy. The president sends the 

message to a big call center, and each citizen calls in to this center and “downloads” the 

message to his or her phone. Yes, this is how all fare payment systems are configured. The 

citizens, listening presidents use radio.  Let us “teach” our validators how to turn the radio on.  
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5 Turning Radio On (Data Broadcast) 
When we are listening for someone on the phone or watching TV over the Internet, we are 

receiving information or data that is intended to us specifically. We can ask a person who talks 

to us on the phone to stop, or we can make a pause watching TV. The sender stops sending the 

signal. It is convenient, to receive information in this way at the time we want, and with the 

pace we want but it is more expensive because the signal is received in a one-to-one 

communication session. 

Broadcast means that the sender sends the signal only once, and many receivers listen for the 

signal, all at the same time, with the same pace. 

Considering the resources spent by the telecommunication system, the broadcast is cheaper 

because all recipients consume the same signal and receive the data from the same data 

source. They share the resource.   Two or eight thousand validators installed on your buses and 

streetcars could share the same broadcast channel.     

Data broadcasting technologies are known for decades but not all of them are good for our 

purposes. Let us take a look at the technologies we can use. 

5.1 Satellite Channels 

Satellite High Definition Television (HDTV) broadcast is more than enough for our goals.  One 

HDTV movie contains approximately the same amount of data the validator needs, including 

both static and dynamic data. Renting one HDTV satellite channel for updating this data could 

cater for data broadcasting purposes of dozens transit agencies. The cost of this channel is less 

than the cost of Internet-based Wi-Fi depot infrastructure.  

The issue with the HDTV-like satellite-based solution would be a cost of receiving equipment. 

Basically, you would have to equip each of your vehicles with a receiving satellite antenna plate. 

In some cases this can be reasonable. For example, you want to equip your buses with TV, so 

your patrons could watch movies or news on board. 

Considering that the data transmission speed (or bandwidth) required for our purposes is 

significantly less than required to receive hundreds of HDTV channels, the receiving antenna 

can be made cheaper and smaller.  

5.2 Digital Satellite Radio 

An example of digital satellite radio could be XM Radio, well known in North America. Many 

North American cars have a built-in XM-Radio set. XM Radio broadcasts hundreds radio 

channels using digital data technology. Less than dozen channels can cover the needs of one 

transit agency that decides against building a depot Wi-Fi infrastructure. The cost of antenna 
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and a receiver is within one hundred dollars and for 35 dollars a month you can listen for any 

channel you want on your radio set. 

5.3 Cellular Broadcast 

This is an emerging technology designed to address the needs of cellular phone owners wishing 

to watch movies on the cellular devices in the places without Wi-Fi. If you have a cell phone 

with a 4G data connectivity you can do this today in the regular data session, without 

broadcast. However one downloaded HDTV movie will consume your entire monthly cellular 

data plan. With broadcast, you would be watching this movie, together with many other 

viewers sharing the cost of the resource. Validators do not watch movies. They download data 

and they can share the broadcast channel too. 

5.4 Other Broadcast Technologies 

There are other broadcast technologies that could be used depending on the requirements 

such as the geographic size of the network, type of terrain and data requirement, or local 

regulatory requirements. 
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6 Broadcast vs Wi-Fi 
The capital and operational costs comparison is provided in the Table 1. The last two options in 

the table represent the fare collection systems of the same quality, better than Option 1.  

Unlike Option 1, Options 2 and 3 provided frequent data upgrade that is highly preferred, as 

was discussed above. 

Whereas option #2 requires both Wi-Fi and cellular infrastructure, option 3 requires only 

broadcast infrastructure and in most cases can be cheaper than Options 1 or 2. 

Table 1. Data Update Options 

Option 
# 

Option 

Wi-Fi Infrastructure 
Cost per Vehicle 

Cellular Data Cost 
per Vehicle 

Data Broadcast Cost 
per Vehicle 

Capital *) Data 
Sending  

Receiver  
*) 

Data 
Plan  

Receiver  
*) 

Bandwidth  

1 
Rare data upgrade (once 
per day) 

$300-
$700  

$30-$70 / 
month 

- - - - 

2 
Frequent dynamic data 
update via cellular 
channels 

$300-
$700  

$30-$70 / 
month 

$50-$200 $20 / 
month 

- - 

3 
Frequent update via 
broadcast 

- - - - $50-
$5000 
**)  

$2-$50 / 
month **)  

*) Cost of installation on vehicle is not included 

**) Depends on technology and transit system scale 

 

The cost of broadcast receiving equipment and bandwidth can vary. It depends on many 

factors:  

 Transit agency scale (the larger it is the lesser bandwidth cost will be per vehicle) 

 Broadcast infrastructure channels developed or emerging in the particular region 

 Additional goals the agency pursues with the data broadcast or other telecom services, 

such as on-board TV, surveillance TV cameras, etc. 

 Cooperation with other agencies on sharing the broadcast bandwidth, especially across 

the time zones 

There is a possibility that Option 2 does not actually need depot Wi-Fi infrastructure, and that 

downloading all data, even large volume of static data, can be done through conventional 

cellular data systems. In some cases it can be true but in many others it will not. The required 

volume of data to download can make your wireless data plan very expensive.  
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Apart from that, the traffic can overwhelm the wireless infrastructure exactly at the time it 

needs to download urgently download date to all validators.  Broadcast traffic always follows 

the schedule, no matter what, as a train. Cellular systems are like sporadic groups of private 

cars moving along a road. Cellular data systems have their usage peaks which cannot be 

controlled. The average data download speed could be very high for small chunks of data. But 

when a validator needs to download more data, and it is not the only validator that wants to do 

this then the fare collection system can be in trouble. 
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7 Open Loop Systems and Their Problems 
Broadcasting data to vehicle-installed validators provides more benefits than just getting rid of 

Wi-Fi depot infrastructure.  

Data broadcast technology can help essentially improve patron experience and reduce financial 

risks in so-called open loop fare systems. Before discussing these new benefits we need to 

clarify what open loop systems are and what problems are associated with them.   

Closed loop systems utilize specific types of cards, designed for the purpose of a given transit 

agency. They cannot be used outside of the closed loop of this transit system. In contrary, open 

loop systems utilize regular payment cards, such as credit cards, debit cards, prepaid cards, 

issued by payment card networks, such as Visa, MasterCard, etc. 

Many transit agencies are turning to open loop systems because these systems provide the 

following advantages:  

 Better patron experience: there is no need to have one more card and take care of its 

balance 

 Saving money on card production, distribution, and top-up infrastructure: why transit 

agencies should build the infrastructure when there is one already built by banks and 

payment networks, which invested billions dollars in this infrastructure all over the 

world? 

 Convenience for tourists. The tourist can start using the public transit system right away, 

upon arriving to a new city. No card to buy and prepay.  

However, open loop systems have their own problems on vehicle-installed validators. Some of 

them will be discussed below. Please also refer to another our white paper, Open Loop Card 

Risks in Transit Fare Systems for detail analysis of risks associated with various types of open 

loop fare systems. 

7.1 No Transit-Specific Data in Open Loop Cards 

Regular credit and debit cards, even the smart cards with a payment chip (so called EMV cards), 

do not store, and cannot store transit-specific data that closed loop cards do. Examples of this 

data are: the route, stop, time, and date where and when the card was tapped, concession 

classes (e.g. student, or senior), prepaid transit balance, numerous discount and loyalty 

parameters specific for this transit system. 

Closed loop systems are good in immediate calculation of the exact fare because they store all 

necessary data for this on the card.  
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 If the fare depends on the trip distance or time, the card stores the start and end trip 

points. The exact trip time and distance is known to the validator when the card is 

tapped 

 The concession class code (like “student” or “senior”) is stored on the card as well. The 

fare depends on this data 

 If the transit system supports transfer discounts, from one line to another, from one 

participating transit provider to another, the data pertinent to this is stored on the 

closed loop card as well 

 If the closed loop card stores loyalty points, there can be additional deduction from the 

fare 

Therefore the real fare can be significantly less than the maximum or flat fare. Sometime the 

real fare can even be zero. 

What do open loop systems do when a regular debit or credit card is tapped at the vehicle-

installed validator? The card does not store the relevant information, and the validator cannot 

afford to ask the central host because of time constraints. As we already discussed above, the 

response from the central host would not arrive within required 400 msec 

Therefore, open loop system providers have currently adopted the following approach. The 

validator records the transaction when the card is tapped. At night, all fare transaction records 

are gathered in the central host where all fare transactions originated by the same card are  

summarized, exact fare is calculated for each trip,  and a single payment request for the total 

fare amount is sent to the payment network (Visa, MasterCard, etc., accordingly). 

This pay-at-night approach looks very good but it has a significant drawback.  If the payment 

transaction was not authorized by the payment network at the time of tapping, the payment 

network may decline the request to pay for a number of reasons such as, not properly 

authorized transaction, insufficient funds, fraudulent transaction, or counterfeit card. It is the 

transit agency that incurs the financial risk in these cases.  

7.2 Payment Network Authorization Required 

Payment networks will only pay for a contactless transaction originated by a credit or debit card 

if the transaction is properly authorized. That means that the validator must send an 

authorization request message to the payment system and obtain a permission to execute the 

transaction (i.e. to let the patron board the vehicle). Without having this authorization, the 

transit agency will not receive the money from the payment network. Meanwhile, the elapsed 

time between the authorization request and response can be several seconds. By the time of 

receiving the response the patron is already seating somewhere in the bus or streetcar.  
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There are many reasons why transaction can be not authorized by the payment network.  The 

reasons can be: fraudulent card, lost card, not good state of the account, insufficient funds, 

exceeded limit of consecutive non-PIN transaction, etc. In many cases like these the legitimate 

client can be embarrassed or the transit agency will suffer financial risks. 

To mitigate this problem, open loop systems put cards into the negative list after transactions 

originated by these cards are declined by payment networks. Unfortunately, this does not help 

to prevent legitimate patrons’ embarrassment. Consider the following example.  

The patron has 10 dollars on his Visa debit card. He is going to make 3 consecutive trips that 

must cost him: 5 dollars for the first trip, 2 dollars for the second one because it is a transfer, 

and 1 dollar for the third one because it is short trip (within the same fare zone). The total fare 

should be 8 dollars. 

It would be so in the closed loop system. In the regular open loop system, the first tap results in 

7-dollar (max fare in this transit system) authorization request sent to the payment network. 

Second tap would create the same 7-dollar (because there is no way that the validator knows 

that this is a transfer) authorization request declined by the payment network on the base of 

insufficient funds. The decline response comes 3 seconds later, when this patron as well as 6 

more patrons have already passed the driver and boarded the bus. 

In best case, the patron will be allowed to complete the trip because the driver is not going to 

take him out of the bus. In worst case, the driver calls the fare enforcement team and the 

patron has to pay a 50-dollar fine. 

Even in the best case, the card goes in the stop list and the patron is denied the third trip. 

7.3 Fraud and Negative List Problem 

Smart phones with contactless interface allow the smart phones to emulate open loop 

smartcards. A “good” criminal app will emulate a fraudulent card, each time with a different 

number. This makes negative lists inefficient and so long that it will not fit the validator storage 

and thus slow-down the system. 

7.4 Positive List and Preauthorized Balance Problem 

A good approach that some open loop systems use is to ask patrons to register their card with 

the transit system and make a pre-paid or pre-authorized transaction with their open loop card 

that reserves certain amount of the patron’s funds. This can be done at special kiosks, via the 

Internet, or ticket offices, before the card is tapped at a validator. After that the card can be 

used within this transit agency until the prepaid amount is exhausted.  Now, it is the transit’s 

agency central host, not the payment network that deals with the pre-paid balance remaining 

each time the card is tapped. 
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As discussed above, preliminary card registration works well with stationary validators that are 

“wired” to the central host. The vehicle-installed validators have to deal with the registered 

cards on their own, without the central host assistance. The registered cards are periodically 

published in so-called positive lists downloaded to the validators. The night download at the 

depot is not frequent enough for this purpose and transit agencies use cellular data networks 

for this. 

The positive list with registered cards works better than negative list with fraudulent or 

declined cards. The problem with positive list is that the remaining of the current card balance 

is not known to the vehicle-installed validators. This can result in the situation when – as it was 

discussed above – either the client is embarrassed or the system incurs financial risks. 

7.5 A Way to Solve the Problems 

All aforementioned problems are caused by one reason: the vehicle-installed validator “does 

not know” anything about the open loop card’s previous fare payments, card status, trip 

history, and remaining balance.  

This issue can be resolved by sending all the data about all open loop cards used in the fare 

system to all validators, within minutes after this data is originated. This is a huge amount of 

data. Is it at all possible to transmit all this data to all the validators in the required time? 

Yes, it can be done  – as long as data broadcasting is used. 
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8 Proactive Open Loop System 
Data broadcast enables essential changes in the approach to the open loop systems design and 

principles of operations, like invention of the wheel enabled essential changes in transportation 

infrastructure and vehicles. 

This section describes how characteristics of the open loop fare collection system can be 

improved when data broadcast is used. If an open loop fare system broadcasts the data that 

closed loop cards store but open loop cards do not store to ALL validators this system will be 

called a Proactive open loop system.   

Broadcasting positive lists and outcomes of registration and fare transactions to all vehicle-

installed validators solves the problems listed in the previous section. When a card is presented 

to a validator, this validator (as well as any other validator in the system) already “knows” when 

this card (as well as any other card in the system) was registered, what is the prepaid balance,  

where and what type of fare transactions occurred before, and how many loyalty points were 

earned. Having this information, the validator can calculate the exact fare applying all transfer 

discounts and loyalty points. The validator can also calculate the remaining prepaid balance and 

decide on granting access to the system. 

Figure 1 illustrates how the Proactive open loop fare system can work: 

1. Each time a registration transaction occurs, the registration terminal that comprises a 

regular open loop point of sale, sends the registration information to the central host. 

2. Each time a fare transaction occurs, the validator places this transaction data in the 

upload queue. As soon as the validator is within the cellular network coverage, it sends 

all queued transaction data to the transit agency’s central host. 

3. The central host maintains the data received from the registration terminals and 

validators and periodically broadcasts this data to all validators in the system. This data 

includes: 

 Fare transaction data 

 Registration data or a positive card list, possibly with the prepaid transit balance. 

Registration is not a mandatory component of this scheme however it helps to reduce fraud 

and increase the passenger throughput and allows for loyalty discounts. 
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Figure 1. Data broadcasting in public transit 
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9 Summarizing Data Broadcast Benefits 
Please refer to the Table 2 to find out the main differences between the regular, and Proactive 

open loop  fare collection systems, as well as how these differences are attributed to data 

broadcast capability.  

Table 2. Fare Collection Systems Comparison  

 Open Loop Issues with Vehicle Validators Broadcast  

Regular Open 
Loop 

Poorer patron experience and larger risks than in closed loop  

 High  Risk of Fraud Financial Loss 

 Exact Distance Based Fare not possible 

 Exact transfer discount not possible 

 Exact loyalty discount not possible 

 Exact concession discount no possible 

Not required but preferred:  
may save Wi-Fi depot 
infrastructure and cellular 
data traffic cost 

Proactive 
Open Loop 

Same level of patron experience and risks as closed loop  

 Low  Risk of Fraud Financial Loss 

 Exact Distance Based Fare possible 

 Exact transfer discount possible 

 Exact loyalty discount possible 

 Exact concession discount possible 

Required. Also, saves Wi-Fi 
depot infrastructure and 
cellular data traffic cost 
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10 Feasibility of the Proactive Open Loop Fare System 
There is no question that the Proactive open loop fare system requires more data to be 

broadcast and more data to be stored in validators than regular open loop or closed loop 

systems. However, it is feasible to update the information about each card and each recent 

transaction at each vehicle-installed validator within minutes, while the cardholders are 

transferring from one bus to another or walking from a card registration point to a bus. Digital 

data broadcasting or multicasting makes this feasible, relatively cheap, and convenient. 

The data requirement estimates for transit systems of different sizes are provided in Table 3. 

The estimates account for rush hour passenger flows when higher data transmission speed is 

required to provide validators with actual data in real time.  

If we assume that all cards in the system are open loop ones, a bandwidth equivalent to several 

XM Radio channels would be enough for a small transit system. The medium-sized system will 

require a bandwidth equivalent to several per cents of an HDTV channel, whereas a large 

system may require almost entire capacity of the HDTV channel. The estimates also show that 

utilising a conventional cellular data communication system for the above-mentioned purpose 

is not feasible or simply too expensive. 

It is feasible to store the propagated data in the validators. Table 3 illustrates that, even for 

such a huge transit system as Transport for London (UK), the entire card data will require less 

than 3 Gbytes of computer memory. This memory is not necessarily to be allocated as a part of 

the validator’s memory.  This memory can be a part of the external broadcast receiving device 

(similar to a USB drive).  

Existing conventional cellular infrastructure can be utilised if multicasting protocols are used 

when data is broadcasted by each emitter to all validators synchronously within the emitter 

zone.  

The cost (including the installation) of a vehicle antenna with a modem can be close to the 

cellular phone cost with on-vehicle wiring if multicasting is used. If XM radio broadcasting 

infrastructure is used, the cost is around $500-$1000 per receiver and wiring. In the case of 

satellite-based broadcasting infrastructure, the cost can reach $2000 - $4000 per vehicle 

including installation. 
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Table 3. Data transmission speed and data volumes for entirely open loop system 

  Small Transit 
System 

(Calgary, Alberta, 
Canada) 

Medium Transit 
System 

(TTC, Toronto, 
Ontario, Canada) 

Large Transit 
System 

(Transport for 
London UK) 

Total validation support data required to 

store in the validator (Mbytes)  

 22   230  2,700  

Required peak data broadcast speed 
(bandwidth)  (mbps, i.e. Mbit/sec) 

 0.04   0.66   13  

Total monthly traffic per validator  
(Mbytes/month) 

 326  4,100  66,000  

Number of XM radio channels providing 
the same bandwidth (assuming 16 Kbit/sec 
average channel) 

2.6 42 N/A 

Number of HDTV channels providing the 
same bandwidth (satellite or cellular)  

Close to 0 0.04 0.80 

Annual satellite bandwidth cost ($/year) 2,300 38,000 730,000 

Receiving equipment and installation cost, 
for all vehicles ($) 340,000  4,000,000  30,000,000  
For comparison: estimated annual cost of 
revenue collection assuming 12% of 
revenue ($/year) 

                             
12,,000,000   

                        
102,000,000    

                     
3,400,000,000    
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11 Additional Opportunities for Proactive Open Loop Systems  
Many additional technological opportunities become available once the data broadcasting to 

on-vehicle validators is implemented. Some of them are listed below. 

11.1 Additional Fraud Prevention Means 

When an NFC card which does not support offline data authentication is presented at the 

registration terminal (or if the validators in this system do not support offline data 

authentication) the cardholder is provided with (or chooses on its own) a short, at least a 2-digit 

PIN. Anything goes: date of birth, the patron’s street number, a part of the phone number, etc.  

These PINs are broadcast to all validators. The PIN is normally not used at on-board validation 

but if the system identifies that there are more than one NFC card with this number currently in 

the system (which means that the authentic card has been skimmed and cloned) the PIN is 

requested as the means to distinguish between the legit patron and a fraudster. It can be a 

cheaper or faster solution that the alternative online card authentication via the card issuer. 

The fraud-related damage is more reputational rather than financial, because it creates 

inconvenience to the patrons. The aforementioned approach can eliminate this inconvenience 

and discourage the fraudulent behaviour.    

11.2 Non-NFC Variants 

The cardholder uses its open loop card (any card: magnetic-stripe, EMV chip card, etc.) for 

registration. The registration terminal (or the cardholder’s PC when the card is registered 

online) prints the scannable tag (e.g. barcode) which can now be used instead of the open loop 

card anywhere in the transit system within the reasonable period of time (several weeks or till 

the next registration). 

The tag IDs are broadcast to all validators in the positive list. The validator must be capable of 

barcode scanning. 

This approach can provide the following advantages: 

1. The validator can be equipped only with the barcode scanner, no NFC reader is 

required. It can be an economic entry option. 

2. All types of open loop card can be accepted at the registration validators: magnetic 

stripe, contact EMV cards, or NFC. 

The barcode tag is safer than an NFC card (at least the NFC card that does not support offline 

dynamic data authentication). It is harder to skim the barcode data than the NFC card data.  
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12 Copyrights 
The copyrights for this document belongs to Lifecycle Integrity Inc. and Eugene (Evgeny) Lishak.   

The method and system of fare collection utilizing proactive card and ridership data 

propagation is patent pending. Please refer, for example, to the WIPO Patent Application 

WO2012088582 and USPTO Patent application 13/757324.  
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13 Frequent Questions and Answers 

13.1 Registration 

Q: What is registration? 

The registration transaction is a regular open loop purchase, pre-authorization or card status 

check transaction which includes the card authentication, possibly cardholder authentication, 

and authorization by the card issuer. A certain amount of funds can be prepaid or 

preauthorised during this transaction.  

The registration terminal is a regular POS (point-of sale) accepting credit, debit, prepaid cards, 

etc, connected to a payment association such as Visa, MasterCard, etc. The POS capabilities can 

be reduced to an NFC reader.  

The card successfully passed registration is placed into a positive list and is further propagated 

to all validators in fast manner. 

The registration transaction may take several seconds contrary to the fare transaction (e.g. 

check-in) which takes 200-500 msec. Preliminary registration reduces on-board validation time 

and decreases the processing fees. The registration can be done at an unattended POS. In some 

specific cases when registration includes assigning a concession class to the passenger, such as 

student, senior, etc., it can be executed at an attended POS.     

Q:  Is registration mandatory? 

No, it is not but it is reasonable to utilise it to mitigate some risks.  Absence of registration 

creates the following risks: 

 A risk of fraud. Unless the card and the validator are capable of fast offline dynamic or 

combined data authentication, it is not possible to say at the check-in time whether or 

not the card is genuine. Any NFC-capable cell phone can emulate a fraudulent NFC card. 

It is only a matter of creating an application that will do this. The application can be 

“smart” enough and present at the validator a “good looking” card, different at each  

transaction, to avoid using cards already listed in the stop-list 

 A risk of non-sufficient funds on a genuine debit or prepaid card. It may happen 

“naturally”, or a fraudster finds or orders a card with no funds on it and uses it for a day 

or two, until the card is placed in the stop-list. Any maxed-up prepaid card is good for 

this 

 A risk of using a genuine revoked card, for example a card related to the closed 

account. 
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 A risk of a “overly suspicious” EMV application or issuer policy. One of the EMV 

objectives is to detect the situation when a card-present transaction is generated 

without the card presence (isn’t what the back-office does?). Another objective is to 

detect the situation when a card is consequently used many times without PIN 

verification. These cases are markers of fraud or stolen card use. As to the mass transit-

specific transactions, it is hard to say now where the practice will go and how the 

payment systems rules will be changed but there will be problems with the diversity of 

card profiling and authorization policies illustrated by the examples below: 

a) The issuer may detect the actual transaction date and time and decline the 

delayed back-office transaction 

b) The issuer may decline the back-office transaction with amended amount  

c) The card may decline the transaction because the POS (validator) is not online-

capable 

d) The card may decline the transaction or request a contact transaction because 

the non-PIN or NFC consecutive transaction counter or amount accumulator 

exceeds the limit. 

Please also refer to another our white paper, Open Loop Card Risks in Transit Fare Systems for 

detail analysis of risks associated with various types of open loop fare systems. 

Q: Shall registration POS be installed at each bus stop? 

It makes sense to install registration POS at bus stops where average number of passengers 

boarding a bus at peak time exceeds certain threshold, e.g. 10 passengers. Additionally, 

practically any merchant can be contracted to provide registration service at their POS with no 

additional cost to the merchant’s point of sale equipment (a data link to the transit host is 

required). Registration can be done by the passenger via Internet as well. Financial institutions 

can provide their ATMs (ABMs) networks for the registration purpose.  

Registration can be allowed at the on-board validators. To decrease negative impact to the 

passenger throughput, some registration restriction policies can be applied, for example: 

 At class A stops (i.e. stops with many passengers, equipped with validators) on-board 

registration is not permitted. 

 At class B stops (i.e. stops with 5-10 average boarding passengers, mainly city stops 

where it is easy to find a registration POS nearby) on-board registration is provided for 

additional fee. 

 At class C stops (small amount boarding passengers, rural districts, no registration POS 

around) on-board registration is free.   
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Given that one registration supports several following fare transactions, properly balanced 

onboard registration policy will not create throughput-related issues.   

13.2 Validator 

Q: The validator memory is limited. It has to store large data files, such as system topology, 

stop-lists, load lists (for closed loop systems). How it is possible to allocate additional several 

GBytes of rapid access memory for storing broadcasted fare transaction data? 

The memory that keeps the broadcasted data is not a part of the validator. It is rather a part of 

the broadcast receiver – Vehicle Broadcast Receiver. Think about the VBR as (for example) an 

external USB device. The VBR basically executes one command that is a request message 

received from the validator. The message comprises the card number and requests card data 

associated with this card. In response to this message the most actual card-related data stored 

in the VBR Storage is sent to the validator. This command is executed fast because amount of 

data in the response message is small. 

In addition to this, the VBR can emulate a regular hard drive disk (implemented via the validator 

operating system driver and a set of reading data commands), so the validator can download 

files in slow pace and low priority, when validation transactions do not take place. The disk 

emulation is convenient for downloading large files, such as refreshed topology files, etc.  

Having this logic implemented on the side of the VBR, the validator works pretty much in the 

same way a traditional validator in close-loop systems works. This makes the transition to the 

open loop system less expensive.  

13.3 Broadcasting and Data Traffic 

Q: We have already implemented cellular data transmission to the vehicle-installed 

validators. It covers our needs to send negative lists and positive lists to the validators 

without delays.   Your solution requires cellular modems as well. Why should we implement 

data broadcasting technology in addition to what we already have?    

In some cases you can implement our broadcast approach utilising the same cellular modems 

you have already installed or are going to install at your validators with no additional 

broadcasting equipment. Cellular providers can broadcast the same data to many validators 

simultaneously.  You should investigate this approach with your cellular provider. The eMBMS 

(evolved Multimedia Broadcast and Multicast Service) is an example of broadcast protocol that 

you can use.  Cellular broadcast protocols that require unicast sessions between a cell antenna 

and mobile receives are not good because the traffic cost is not reduced on the receiver’s 

(validator’s) side. 
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In general the broadcast from one point to many validators is cheaper than sending the same 

data many times to each validator. These are the options you can investigate: 

Q: Why would we need cellular multicast instead of regular 4G cellular two-way data 

communication channels?   

You can use powerful 4G cellular network services to periodically update stop lists (i.e. negative 

lists) or registration data (i.e. positive lists) in your validators and reduce the risk of fraudulent 

card usage (though, this approach is more expensive than cellular-based broadcast). 

Let us see what you cannot achieve without broadcast: 

 You cannot eliminate the risk of non-sufficient funds. It can be big when debit or 

prepaid cards are used 

 You cannot apply discounts and charge the exact fare at the validator. This is essential 

for debit or prepaid cards. 

To gain these capabilities you would need to deliver the fare transaction data to the validators. 

The required data transmission speed (look at the second line in Table 3) is not achievable on 

the cellular systems. 4G networks can provide this speed only when the service is used 

sporadically: by a small number of recipients for a short period of time. They cannot provide 

this speed for a long period of time (minutes) without interruption, to a large number of 

terminals at the same time (unless they use data multicasting to sending the same data to all 

terminals).  

You will also not be able to update other data on the validators, such as system topology or 

software, via the regular cellular networks reducing the cost of depot Wi-Fi and Internet traffic.  

In general, whichever technology you use, the broadcasting from one point to many validators 

is cheaper than sending the same data many times to each validator.  

Q: Is the transit operator obliged to purchase a broadcasting license?  

No. The transit operator purchases the data broadcasting service as any of us does watching a 

satellite TV or listening to an XM radio. 

Q: Does the bandwidth cost provided in Table 3 include the cost of running the broadcast 

service? 

No, it only includes the annual cost of the bandwidth (24/7). Additionally, there will be capital 

and operation costs to build the central system that maintains the broadcasting data and feeds 

the broadcasting service with this data. 
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Q: Validator or even a vehicle it is installed on can be out of order for days. After the repair 

the validator will urgently require all data. How it can be obtained immediately without 

waiting for the next broadcast cycle? 

First of all, when a validator is out of order, it does not mean that its broadcast receiver - 

Vehicle Broadcast Receiver (VBR) is out of order. The VBR can continue working and constantly 

update data in its memory. When the validator is on, it downloads actual data from its VBR 

memory immediately. 

If the VBR was out of order as well or has lost its power because the vehicle has not been 

powered for a long time, an opportunity for requesting data from the central host via 

conventional cellular data system is always in place. The cost of the conventional traffic is 

reduced not because it is forbidden but because it is rare.  

Q: VBR can temporarily lose its connectivity with the data broadcast emitter, and miss a 

certain segment of broadcasted data. How this data can be recovered? 

Data broadcast should assume some redundancy by repeating the data twice or even more 

times, in cycles, combining this with providing the fresh updates. If listening for a next 

broadcast cycle does not allow the VBR to recover all data, the VBR will request the missing 

data fragments via the cellular data system. 

13.4 Business Case 

 

Q: We, as a vendor, do not sell an open payment product.  We provide open payment 

systems to transit agencies under a design/build contract or as a service.  The requirements 

for the system are defined by the agencies (and their consultants). The agencies do not ask 

for exact fares with discounts, distance-based fares, and the agencies are willing to take the 

fraud risk. Why should we, as a vendor implement your solution approach?  

There are two factors to consider for a vendor like you: 

a) The agencies and their consultants will find out soon enough that the technology allows 
them now to ask for more: exact fares with discounts, distance-based fares, and lower 
risk at on-board validators. Will you be ready when they ask? Will you be ready before 
your competitors are? 

b) Even within the present agencies expectations, even for closed loop systems, the 
proposed broadcast approach makes the solution or service you can offer to your 
potential customer-agency cheaper and more convenient. You and the agency can save 
money on this. This could be your competitive advantage. 
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Q: The industry is working on NFC smart phone interoperability standards (e.g. 

http://mifare4mobile.org/downloads/white/) that allow over the air downloading and 

utilising multiple closed loop applications in a secure phone wallets. Why would we need the 

data broadcast solution? 

We all hope that the technology will bring us convenient, interoperable, and ubiquitous smart 

phone-based payment tools but this will happen 5 to 10 years later (this is when the industry 

comes to a interoperability standard and almost all riders will have this standard-compliant 

phones in their pockets). In contrary, the roadmap to the broadcast based solution is 1-2 years 

but this is not the only advantage of this solution. 

Whatever the payment tools are, there still be necessity do deliver a huge volume of data to 

many validators, as well as it will be necessity to deliver fast some smaller data files to those 

devices. Broadcasting is cheaper and faster than the traditional IP and cellular technology when 

the delivery of the same data is required to a large number of recipients. 

14 Abbreviations and Terminology  
 

Bandwidth - the transmission capacity of an electronic communications device or system; 

the maximum data transfer rate of such a system, in radio frequency applications this 

referrers to the difference between the highest and the lowest frequency in a 

communication channel 

Broadcast (or Broadcasting) – a service or process of sending digital data from one source 

to many recipients, at the same time. The examples are cellular broadcast (e.g. under 

eMBMS protocol), digital satellite TV, Teletext, Cable TV, and XM Radio.  

Broadcast Vendor - a broadcast or multicast infrastructure that provides broadcast or 

multicast services to transit agency. 

Card Broadcast Service – a service broadcasting Card Update Instructions that provides the 

validators with locally stored, up-to-date card-related data. 

Card Interface – a means of fast access to VBR data pertinent to a given card, by the 

validator software application.  

Cellular broadcast - sending data packages on the same radio frequency across several cells 

in the same geographical region, at the same time to all mobile recipients “tuned” to this 

frequency. The example of such a broadcast protocol is eMBMS (evolved Multimedia 

Broadcast and Multicast Service).   Broadcast that require unicast sessions between a cell 
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antenna and mobile receives is not considered to be broadcast for the purpose of this 

document because the traffic cost is not reduced on the receiver’s (validator’s) side. 

Central Host - a transit agency’s computing system responsible for creation of data, to be 

broadcasted, and delivery this data to the Broadcast Vendor’s Service Entry Ports. 

Closed loop system – a card-based fare collection system utilising specifically designed and 

configured cards applicable only to this fare collection system.  

EMV – an international standard for payment chip cards and payment applications 

supported by Visa, MasterCard and many other payment networks. All present Visa and 

MasterCard contact chip credit and debit cards are EMV-compliant. Visa and MasterCard 

migrate to EMV-compliant contactless cards; however many of their contactless cards are 

still not EMV-compliant. The Proactive open loop system can work with both types of 

contactless cards EMV-compliant and non-compliant.   

Fare Collection Vendor – an entity contracted by a Transit Agency for either building or 

delivering a contactless card fare collection system for the Transit Agency, or providing fare 

collection services for the transit Agency, or both.   

File Broadcast Service – a service provided by the Broadcast Vendor allowing the Central 

Host to send one copy of a large data file to many validators. 

HDTV – High Definition Television 

Multicast - is similar to broadcast wherein the data recipients are broken into subsets and 

the data is broadcasted to each subset separately. For the purpose of these whitepaper, 

Multicast means Broadcast. 

NFC – Near Field Communication. NFC card is the same as “contactless” card in the context 

of this whitepaper. 

Open loop System – a card-based fare collection system utilising regular payment cards, 

such as credit cards, debit cards, prepaid cards, issued by payment card networks, such as 

Visa, MasterCard, etc. 

Proactive (open loop system) – an open loop system that propagates fare transaction data 

originated at one valuator to all validators faster than the patron can move from the first 

validator to another one. 

Validator – a point of interaction with contactless open loop or closed loop cards. The 

validator is responsible for fare calculation and access to the services.. 
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Vehicle Broadcast Receiver (VBR)  - a vehicle-installed device, coupled with the Validator. 

The VBR receives the broadcasted signal, demodulates it, processes the data, and stores the 

data in the VBR Storage for further access from the Validator. 
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